: Serial : 2026/T11122
XI OrCh Issuing Date : 24/08/2026

Your e-security, Our Passion Valid till : 23/08/2027

Certificate of Web Application Audit

FOR : Embassy of INDIA, Tehran

In Scope URL . https://test.indianembassytehran.gov.in/
Main URL Hosting : https://www.indianembassytehran.gov.in/
Scope of Audit : Web Application

Auditor Name  : Mr. Shubhrat Kukreti

Audit Dates : 30/07/2026 to 24/08/2026

CONCLUSION:

Auditing for Embassy of INDIA, Tehran web application of Embassy of INDIA, Tehran was
done from 30/07/2026 to 03/08/2026 as per the CERT-In Web Application Audit guidelines,
by Xiarch Solutions as per the scope. As on 24/08/2026 , there are no pending
nonconformity w.r.t Web Application Audit.

The site is free from OWASP (and any other Known) vulnerabilities and is safe for hosting.

The clearance for the above application is given taking info consideration that the
OWASP (and any other Known) vulnerabilities do not exist in the application. Any
unapproved changes to the web application will void the certificate.

Application Source Code Hash Value {MDS5}: 37eead134221céfb3196a5af8ec7cécc
HOSTING PERMISSION:

l. Site may be considered safe for hosting with read permission only for general public.

RECOMMENDATIONS:

I.  Web Server Audit certificate, web server and OS level hardening need to be in place for the production server before making the
application live.

Il.  Website audit should be done at least once a year or when there is any change in the application.
lll.  No new web pages are to be added without proper security audit.

IV. Server side issue should be taken care by hosting provider.

V. Secure Sockets Layer (SSL) should be implemented on the main hosting URL (including sub-folders).

xi(c/)r‘ch Solutions Pvt. Ltd.
Utsav Mittal, Pr. Conslt
MS (USA), CISSP-ID 118411
A CERT -IN Empanelled Comp
Mob.: 9810874431, 011-45510033
www.xiarch.com, 66173033 Scan to Verify
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